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ABSTRACT

We examine a logic to reason about security protocols by
means of temporal and epistemic concepts. We report re-
sults on completeness and decidability of the formalism as
well as its expressiveness. As a case study we apply the for-
malism in the analysis of TESLA, a secure stream multi-cast
protocol.

Categories and Subject Descriptors

F.3.1 [Specifying and Verifying and Reasoning about
Programs]|: Specification techniques; D.2.4 [Software/Pro-
gram Verification]: Model checking; 1.2.4 [Knowledge
Representation Formalisms and Methods]: Modal logic;
1.2.11 [Distributed Artificial Intelligence]: Multiagent
systems

General Terms
Verification, Theory, Security

Keywords
Epistemic logic, security protocols, TESLA

1. INTRODUCTION

There is a long tradition in the use of formal tools (process
algebras, theorem proving, model checking, formal logics,
etc) to analyse cryptographic protocols. In particular, since
the late 80s there has been an attention to modelling security
protocols in terms of the evolution of the states of knowledge
of the principals. The work on BAN logic [6] was the seminal
contribution in this line. BAN logic provides primitives to
represent and reason about principals’ beliefs, reception of
messages, an array of cryptographic-specific concepts such
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as freshness, keys, etc, as well as axioms and rules tailored
to the particular protocol under analysis governing the evo-
lution of these.

It is nowadays customary ([18, 4], etc) to point out that
BAN logic lacks several essential technical features (no rep-
resentation of temporal flows, no well-defined semantics, no
models for the intruder, etc) thereby making it impossible
to use it consistently to prove that a particular protocol is
correct or otherwise. Advances and improvements over the
original formulation [1, 12, 15] have not solved this crucial
concern.

Given that the emphasis in BAN logic was analysing whet-
her particular protocols established authentication of the
principals participating in it, one crucial assumption was
the benevolence of principals. On the contrary, more re-
cently attention has shifted to analysing whether or not a
particular protocol can be exploited by an adversary, or in-
truder, achieving a property originally not intended by the
protocol designer. In this line perfect encryption is normally
assumed, and the intruder follows the Dolev-Yao model [9],
i.e. it can read and compose messages but cannot break en-
crypted messages. This analysis is often carried out in com-
bination with verification techniques, notably model check-
ing, and epistemic notions are not analysed.

Recently, attention has been given again to modelling
epistemic states of the principals in a protocol. In [14] a
notion of algorithmic knowledge has been proposed. The se-
mantics of the logic assumes that adversaries use algorithms
to compute their knowledge. A related paper [20] explores
an epistemic logic where the notion of explicit knowledge
is linked to deductions in a logical framework. Similarly,
in [2] a logic for awareness (originally introduced in [10]) is
augmented with security-specialised predicates.

The referenced papers above do not treat temporal con-
cepts explicitly. In [8] a linear time temporal epistemic logic
is proposed, where properties of a protocol may be shown via
resolution, although an explicit model of the adversary is not
provided. In [21] it is shown that the verification problem
for a linear temporal epistemic logic augmented with the
past operators and security-specific predicates, and tagged
protocols is decidable.

Many of the papers discussed above [1, 6, 12, 15], do not
provide completeness results for the language and/or do not
provide a grounded semantics [22] for the modalities. The
main aim of the present paper is to propose a decidable
security-specialised logic to reason about security concepts,
that:



e has an intuitive, computationally-grounded semantics,

e offers a model of the adversary,

e enables the representation of epistemic and temporal con-
cepts,

e enjoys soundness and completeness.

The logic presented in this paper is a combination of CTL [7],

and a standard epistemic logic [11] augmented to include an

additional epistemic operator representing explicit knowl-

edge. It is further shown that the expressivity of the result-

ing system enables us to represent a non-standard notion

of deductive knowledge. In addition we show how to apply

the logic to model properties of the TESLA protocol [19],

a protocol so far analysed only via process algebras [5] and

Lynch-Vaandrager automata [3].

The rest of the paper is organised as follows. In Section 2
we present our security-specialised logic. Section 3 describes
the standard Dolev-Yao adversary model in the logic of Sec-
tion 2. In Section 4 we describe a scheme of the TESLA
protocol, and analyse it formally in Section 5. We conclude
in Section 6 with some final remarks.

2. ATDLLOGIC

In this section we present the syntax and semantics of a
multi-modal temporal epistemic logic with security-specia-
lised primitives, and we show that this logic is finitely ax-
iomatisable. We call the logic a temporal deductive logic
(TDL).

2.1 Syntax

We assume familiarity with the basic concepts of secu-
rity protocols and we take K = {ki,k2,...} to be a set of
symmetric and asymmetric keys, N to be a set of nonces,
T = {t1,t2,...} to be a set of plain-texts, and F = {f(k) |
keKand f: K — {0,1,...} is a pseudo-random function}
to be a set of commitments to keys. The commitment to
a key k is an integer value that is computed by applying a
pseudo-random function f to key k. It is assumed that f is
effectively impossible to invert, so key k cannot be computed
from the commitment to k. We assume that keys, nonces,
texts, and commitments can be distinguished, that is, K, N,
T and F are disjoint sets. A set of messages M is defined
inductively by the following grammar:

m:=t|k|n|f(k)|m-m|{m}s|MAC(k,m)

where t € T, k € K, n € N, f(k) € F, m is a generic
message, and MAC : K x M — {0,1,...} is a pseudo-random
function, called message authentication code. It is assumed
that MAC is effectively impossible to invert, so key k cannot
be computed from the MAC value.

We write m-m’ for the concatenation of m and m’, {m}s
for encryption of m with the key k, and MAC(k,m) for the
message authentication code of m and k. We assume that
the set K is closed under inverses, i.e. for a given key k € K
there is an inverse key k™' € K such that {{m}x},-1 = m.
If the cryptosystem uses symmetric keys, then k = k~*; for
the public cryptosystem k and k~! are different. We also
define a submessage binary relation C on M as the small-
est reflexive and transitive relation satisfying the following
conditions: (1) mCm-m/, (2) mC m'-m, (3) m C {m}x.

Let PV be a set of propositional variables. We assume
that AG = {1,...,N} is a finite set of agents. The set
WZF(TDL) of well-formed TDL formulas is defined by the
following grammar:

@ :=p | hasi(m) | sent;(m) | received;(m) | faked;(m) |
droppedi(m) | ~¢ | ¢ V¢ | EOp | E(pUp) | A(pUsp) |
Kip | Xip | Aip

where p € PV, i € AG, m € M. The terms has;(m),
sent;(m), received;(m), dropped;(m), and faked;(m) are
security-specialised propositional variables, which, as one
would expect, are read as “agent i has message m”, “agent
i sent message m”, “agent i received message m”, “agent i
dropped message m, and “agent i faked message m”, respec-
tively. has;(m) means that agent ¢ has in his explicit pos-
session the message m. What “explicit possession” means
depends on the application, the capabilities of the princi-
pals, and the protocol they are running. In Section 3 we
provide a concrete implementation of the has;(m) that cap-
tures Dolev-Yao capabilities.

We would like to emphasise that the above security-specia-
lised propositional variables are propositions, not predicates.
This is because we assume that the message m, which is
carried by hasi;(m), sent;(m), received;(m), dropped;(m),
and faked;(m), is not a value, but rather an intrinsic part
of the propositions.

The above syntax extends CTL [7] with a standard epis-
temic modality KC; as well as operators for explicit knowledge
(X;) and awareness (A;) as in [11]. The formula X;« is read
as “agent i knows ezplicitly that o”, A;a is read as “agent
i s aware of &”, and K;« is read as “agent ¢ knows (im-
plicitly) that o”. The formula EO« is read as “there exists
a computation path such that at the next step of the path «
holds”, E(aUp) is read as “there ezists a computation path
such that B8 eventually occurs and o continuously holds until
then”, and A(aUpB) is read as “for all computation paths (3
eventually occurs and o continuously holds until then”. We
shall further use the shortcut D;« to represent E(K;aUX; ).
The formula D;p is read as “agent i may deduce « (by some
computational process)’. Note that TDL differs from [16]
only in a security-specialised subset of the set PV.

2.2 Interpreted Systems

In this section we will briefly review the multi-agent frame-
work from [11]; especially we will focus on interpreted sys-
tems, over which a semantics for TDL will be given.

A multi-agent system (MAS) consists of n agents and an
environment, each of which is in some particular local state
at a given point in time. We assume that an agent’s local
state encapsulates all the information the agent has access
to. In the security settings, the local state of an agent might
include some initial information about keys, the messages
that the agent has sent and received so far, and so on. The
local states of the environment describe information that is
relevant to the system but that is not included in any local
agent’s state. Note also that the environment can be viewed
as just another agent, as we will do here.

A multi-agent system is not a static entity. Its computa-
tions are usually defined by means of runs (see [11]), where
a run is a function from the natural numbers to the set of
all the possible global states. Thus, in these settings, an
interpreted system for a multi-agent system is defined as a
set of runs together with a valuation function for the propo-
sitional variables of the language under consideration. More
formally, let each agent ¢ € AG be associated with a set of
local states L;, and the environment be associated with a
set of local states L.. Then, an interpreted system is a tuple
1S =(S,T,~1,...,~n,V), where S C [, Li x Lc is a set



of global states; ' C S x S is a serial (temporal) relation on
S; for each agent i € AG, ~;C S x S is an equivalence (epis-
temic) relation defined by: s ~; s’ iff 1;(s’) = l;(s), where
li : S — L; is a function that returns the local state of agent
i from a global state; V : § — 2%V is a valuation function.
V assigns to each state a set of proposition variables that
are assumed to be true at that state. For more details we
refer to [11].

In order to give a semantics to TDL we extend the above
definition by means of local awareness functions, used to
indicate the facts that agents are aware of. As in [11], we
are not very specific with the notion of awareness, but by
being aware we intutively mean “to be able to figure out the
truth”, or “to be able to compute the truth within time T,

etc.
DEFINITION 1 (MODEL). Given AG = {1,...,n}, amo-

del is a tuple M = (S, T,~1,...,~n,V,A1,... A,), where

, T, ~i, and V are defined as above, and A; : L, —
QWF(IDL) s an awareness function assigning a set of for-
mulas to each state, for each i € AG.

Note that the set of formulas that the agent is aware of
can be arbitrary and may not be closed under sub-formulas.
Note also that the definition of the model is an extension
of the awareness structure (see [11]) by a temporal relation.
Moreover, it restricts the standard awareness function to be
defined over local states only.

In the paper we focus on a specific class of multi-agent
systems, appropriate to modelling security protocols. These
are message-passing systems in which one or more of the
agents is an adversary controling the communication chan-
nel.

We assume that the local state of an agent is a sequence of
events of the form (eo, ..., em), where eg is the initial event,
and for i € {1,...,m}, e; is a term of the form sent (i, m) or
recv(m), where m is a message and 7 is an agent. The term
sent(i, m) stands for the agent has sent message m to agent
1. Similarly the term recv(m) represents that the agent has
received message m. Note that in recv(m) the sender is not
specified. This is because the receiver will not in general be
able to determine the sender of a message he has received.

2.3 Satisfaction

A path in M is an infinite sequence 7 = (so, s1,...) of
global states such that (s;, si+1) € T for each ¢ € IN. For a
path m = (so, s1,. ..), we take w(k) = sx. By II(s) we denote
the set of all the paths starting at s € S.

DEFINITION 2 (SATISFACTION). Let M be a model, s a
state, and o, B TDL formulas. The satisfaction relation
=, indicating truth of a formula in model M at state s, is
defined inductively as follows:

(M,s) =p iff p € V(s),

(M,s) EavB iff (M,s) Eaor(M,s)EB,

(M, s) |F ~a iff (M, s) = a,

(M, s) EEOa  iff 3 € II(s))(M, (1)) E «,

(M, s) E E(aUB) iff (3m € I1(s))(Im > 0)[(M, 7(m)) = B and
" (¥ < m)(M,x(3)) |- al,

(M, s) = A(QUB) iff (vm € T(s))(Fm > 0)[(M, w(m)) |= 8 and

(V5 <m)(M, () E o,

(M, s) E A iff o € A (1;(s)),

(M, s) E K iff (Vs' € S) (s ~; s’ implies (M, s') = ),

(M, s) E X« iff (M,s) = K;a (md (M, s) E Ai(a).

Henceforth, we will only consider models with a fixed in-
terpretation for the security-specialised propositional vari-
ables sent;(m) and received;(m); in particular, we take =

to be defined for these propositions as follows:

(M, s) = sent;(m) iff  (Im’ € M)(3j € AG) such that
m E m’ and sent(j,m’) € l;(s),

(M, s) &= received;(m) iff recv(m) € l;(s).

We leave definitions of the other security-specialised propo-
sitions open. Namely, for distinct protocols these proposi-
tions will be defined differently.

Note that since D;a is a shortcut for E(K;aUX;a), as
defined on page 2, we have that (M,s) = D« iff (M,s) =
E(K;aUX;a). We would like to emphasise that satisfaction
for X; can be defined using only the ~; relation and the A;
function, but we will find it convenient in the axiomatisation
to have a dedicated operator A; for awareness of agent i.
This is in line with [11]. Note also that the definition of
the satisfaction relation is quite general; in particular, it
contains nothing that is specific to security protocols, except
the interpretation of the security-specialised propositional
variables.

The remaining operators can be introduced as abbrevia-

tions in the usual way, i.e., a A 8 = —(—a Vv ﬁﬂ) a =0 = =

—aVB as Y@= B)AB=a) AOa ¥ —-EO-q,

EG¢a ¥ E(TUa), AGa ¥ A(TUx), Edo ¥ -AQ-a,
AQa ¥ —“Ed-a, A(aWp) def —E(=aU-8), E(aW3) def
=A(=aU—-0).

Let M be a model. We say that a TDL formula ¢ is valid
in M (written M = ), if M, s |= ¢ for all states s € S, and
that a TDL formula ¢ is walid (written = ¢), if ¢ is valid
in all the models M .

2.4 A Complete Axiomatic System for TDL

An aziomatic system consists of a collection of axioms and
inference rules. An axiom is a formula, and an inference rule
has the form “from previously derived formulas @1, ..., pm
infer formula ¢”. We say that ¢ is provable (written F @) if
there is a sequence of formulas ending with ¢, such that each
formula is either an instance of an axiom, or follows from
other provable formulas by applying an inference rule. An
axiom system is said to be sound with respect to the models
defined as in Definition 1, if F ¢ implies E ¢. An axiom
system is said to be complete with respect to the models
defined as in Definition 1, if = ¢ implies - .

Let ¢ € {1,...,n}. Consider an axiom system for TDL as
defined below:

PC. All substitution instances of classical tautologies.
T1. EOT T2. EO(aV @) & EOa VEOS

T3. E(aUB) & BV (a A EOE(aUpf))

T4. A(QUB) < BV (e ANAOA(aUPB))

K1. (ICloc A lCz(oz = ﬂ)) = K6 K2 Kia= «

K3. - Kia = K;—-K;a X1l Xia = Kia N A«
Al. .AiOé = ICZ.Aloc A2. —|.A1'Oé = ’Ci—'Aia
R1. From a and a = [ infer §

R2. From « infer K;a, i =1,...,n

R3. From a = ( infer EOa = EOS

R4. From v = (=8 A EOx) infer v = -A(alUp)

R5. From v = (=8AAO(yV-E(alUf))) infer v = —E(alUp)

THEOREM 1  ([16]). The system TDL is sound and com-
plete, i.e. = ¢ iff b o, for any formula ¢ € WF(TDL).

3. THE DOLEV-YAO ADVERSARY

The Dolev-Yao adversary [9] can compose messages, re-
play them, or decipher them if he has the right keys. In



the paper we use a formalisation of the Dolev-Yao adver-
sary given in [14]. Namely, we define a derivation relation
H Fpy m between a set of messages H and a message m.
Intuitively, -py means that an adversary can “extract” mes-
sage m from a set H of received messages and keys, using
the admissible operations.

The derivation relation Fpy is defined as follows:

e if m € H, then H Fpy m

o if HFpy {m}y and H Fpy k™', then H Fpy m
o if Hl-py m-m/, then H Fpy m

o if H py m-m/, then H Fpy m’

In our framework, to capture the capabilities of the Dolev-
Yao adversary, we specify how the adversary can extract a
message, by defining an awareness function APY for the in-
truder ¢, and by introducing the following fixed interpreta-
tion for the proposition has;(m):

M, s |= has;(m) iff there exists m’ such that m C m’ and
recv(m’) € li(s).

The function APY : L; — oWF(TDL) ig defined by: has;(m) €

APY (1) iff one of the following conditions holds:

e recv(m) € L.

e m € eo(l), where the function eg returns the set of mes-
sages contained in the initial event of the local state [.

e there exists m’ such that has;(m-m’) € APY (1) or has;(m/'-
m) € APY (1).

e there exists an asymmetric key k such that has;({m}r) €
APY (1) and has; (k1) € APY (1).

e there exists a symmetric key k such that has;({m}x) €
APY (1) and has;(k) € APY (1).

e m = my - mo and has;(mi1) € APY (I) and has;(m2) €
APY ().

e m = {mi}, and has;(m1) € APY (1) and has;(k) € AP (1).
We can now show that using APY an adversary can check

that he explicitly knows has;(m) in a state s iff m can be

derived from the messages received in the states s together

with the messages initially known via the relation Fpy.

LEMMA 1. Let M = (S,T,~1, ..., ~n,V, AL, ..., An) be
a model such that A; = APY . Then, M, s = X;(has;(m)) iff
{m/ | recv(m’) € l;(s)} Ueo(li(s)) Fpy m.
Proof. (Left to right). Assume M,s = Xj(has;(m)) hold.
By the definition of |=, we have that M,s = K;(hasi(m))
and hasi(m) € A;(li(s)). Since hasi(m) € A;(li(s)), by the
definition of APY we have that either m € {m’ | recv(m’) €
1;(s)} Ueo(l;(s)), or there exists m” such that m C m” and
m" € {m’ | recv(m’) € li(s)} Ueo(li(s)). This implies that
{m’ | recv(m’) € l;(s)} Ueo(li(s)) Fpy m.
(Right to left). Assume {m' | recv(m’) € l;(s) }Ueo(
m hold. Then, we have that either recv(m) € l;(s) or there
exists m’ such that m C m’ and recv(m’) € l;(s). So, by
the definition of APY we have that has;(m) € APY (1;(s)).

Moreover, by the definition of = we have that M, s = has;(m).

Since APY is defined over the local states of agent i, we
have that for all ¢ € S such that s ~; t, M,t = has;(m)
holds. Hence, by the definition of = we have that M,s |=
Ki(hasi(m)). Hence, we conclude that M, s = X;(has;(m)).
O

A model of the Dolev-Yao adversary was already consid-
ered in the interpreted system framework in [14, 20]. How-
ever, in those papers, the notion of algorithmic knowledge
was used to capture the capabilities of the Dolev-Yao adver-
sary instead.

li(s)) Fpy

4. TESLA

The timed efficient stream loss-tolerant authentication
(TESLA) protocol was developed by A. Perrig et al. [19].
It was designed to enable authentication of a continuous
stream of packets over an unreliable channel. The develop-
ers of TESLA proposed five variants of the protocol; only
the first of these is discussed here.

Every variant of the TESLA protocol assumes a single
sender broadcasting a continuous stream of packets. Since
receivers act independently of one another, only one re-
ceiver will be considered below. TESLA uses cryptographic
primitives like commitments to keys and MAC values. Recall
that the commitment to a key k is computed by applying a
pseudo-random function f to k, and the MAC value is com-
puted by applying a message authentication code function
MAC to a part of the packet content and a key. It is assumed
that both the sender and the receiver know the pseudo-
random function f, and the message authentication code
function MAC. With the exception of the two initial packets,
each TESLA packet (in the variant we analyse here) con-
tains: (1) the message to be delivered; (2) a commitment to
the key to be used to encode the MAC of the next packets;
(3) the key that was used to encode the MAC of the previous
sent packet; (4) the MAC of the current packet.

We now introduce a TESLA variant assuming that the
protocol uses one pseudo-random function only. We have
introduced such a simplification, because in our opinion the
extra pseudo-random function does not provide any addi-
tional security; the same assumption is made in [3, 5].

Let S stand for the sender, R stand for the receiver, and
[z, y] denote the concatenation of z and y. Moreover, assume
that S has a digital signature key pair, with private key
kg ! and public key ks known to R. Further, assume that
R chooses a random and unpredictable nonce. Then, the
initial n steps, for n > 1, of the protocol for one sender and
one receiver are the following:

(-1) R—>S:nr

(0) S—-R: {f(k1)7nR}k§1

(1) S—R: [.13171\’[AC(]€17.[:)1)]7 for P, = [t17f(k2)]
(2) S—-R: [PQ,MAC(]CQ,PQ)], for Po, = [tz, f(k3), kl]

() S — R : [Po, MAC(kn, Po)], for P = [tn, F(kns1), kn1]

In the first step (i.e. step (-1.)) R sends a nonce nr to S
in order to ensure freshness of the session. In step (0), S
encodes with kgl the pair composed by the nonce just re-
ceived and the commitment to key k1 (i.e. f(k1)), produced
by the agreed pseudo-random function f. This is sent to R.
R knows ks, so he can decode the message {f(k1), nR}ks—l.

Given this, R knows that commitment f(ki) is authentic;
however, because he does not know the reverse of f, he
cannot compute the value of the key ki. In step (1), S
transmits in clear the first packet P, together with its MAC,
i.e. the value MAC(k1, P1). P1 contains message t; and com-
mitment to key k2 only. k2 is used to compute the MAC of
the next packet. After this step R knows the content of ¢1,
but he cannot be sure of its authenticity. This is because
he does not know the value of the key k1, and so he can-
not check the MAC value. The authentication of packet P; is
done by the sender’s disclosing of k1 in step (2). In steps
(2),...,(n) S sends packet P, for i € {1,...,n}, authenti-
cated by the MAC value computed from key k; and P; (i.e.
the value MAC(k;, P;)). P; contains message t;, commitment



to key ki;t+1 that is computed by applying pseudo-random
function f to ki+1 , and key k;—1 thereby enabling R to
verify the commitment f(k;—1) and the MAC of packet P;.

The TESLA scheme is susceptible to packet loss. In par-
ticular, once a packet is dropped no further packets can be
authenticated; in the next section we will formally show that
TESLA satisfies this property. Moreover, the scheme can be
subverted if an attacker gets packet P;y1 before the receiver
gets P;. This is because the attacker would then know the
secret key k; that is used to compute the MAC value of P;, and
use this to forge all subsequent traffic by impersonating S.
To prevent this attack, the TESLA participants are initially
synchronised, they know the precise schedule of packets, and
S has to send packets at regular intervals that were agreed
with R during the synchronisation process. More details are
n [19]. This is not essential for our analysis.

TESLA guarantees the following security property: “the
recetver does not accept as authentic any message unless it
was actually sent by the sender”. A streaming scheme that
provides this guarantee is usually called a secure stream au-
thentication scheme [19]. The main aim of the rest of the
paper is to analyse this statement formally.

5. MODELLING OF TESLA IN TDL

getData send receive ] putData
Sender Intruder Receiver
receive send

Figure 1: The Dolev-Yao assumption

So far, the TESLA protocol has been modelled and checked
via process algebras [5] and Lynch-Vaandrager automata [3]
only. Here, we are interested in applying the interpreted
systems framework and the TDL language, which has a
computationally-grounded semantics, to perform a seman-
tic analysis of this protocol. So, let us begin by building a
model M = (S,T, ~s, ~r,~1, V,As, Ar, A1) for TESLA. In
order to perform this task, we have to provide definitions of
the set of reachable global states S, the transition relation
T, the valuation function V, and the awareness functions
As, AR and AI .

There are three active components in the TESLA proto-
col: a sender, a receiver, and an intruder. In the formalism
of interpreted systems, it is convenient to see the sender
and the receiver as agents, and the intruder as the environ-
ment. We assume that the communication channel is under
complete control of the intruder, hence all messages from the
sender to the receiver and vice versa go through the intruder
(see Figure 1). The intruder can overhear, capture, drop, re-
send, delay and fake messages. We do not allow the intruder
to encrypt and decrypt messages unless he has the appro-
priate key, and we force the intruder to send well-formed
packets only. Namely, a packet sent (re-sent, faked) by the
intruder has to contain a message body, a key commitment,
a key, and a MAC value computed from the packet and some
key. Moreover, we assume that the sender, the receiver, and
the intruder use a shared pseudo-random function f and a
shared message authentication code function MAC. Namely,
they can all compute f(m) and MAC(m,n), if they have m
and n. Further, we assume that the receiver and the intruder
know the public key of the sender, and that the sender and
the intruder start off with disjoint sets of keys.

Each of the principals as well as the intruder can be mod-

elled by considering their local states. Before we define
them, we first introduce the following notion. For ¢; € M,
f(kix1) €F, k; € K nr € N we define a message P;, called
a packet, as follows:

(ti - f(kiv1) - ki1) - MAC(Ks, (ti - f (kit1) - Kiz1)),
P ifi>1;
CT N (ti - f(kigr)) -MAC(K, (ti - f(kign))), ifd=1;
{f(kit1) - TLR}]C;7 if i = 0.

We assume that the receiver knows the precise sending
schedule of packets, and that this information is incorpo-
rated into packet Pp. Notice, that from this assumption it
follows that Py always has to arrive to the receiver safely
for the protocol to function. Further, we assume the sender
and the receiver to keep the three most recent packets, and
the intruder to keep five.

For the sender S we take the following set of local states:

Ls = {[], [recv(nwr )], [sent(R, Po)]}U,
{[sent(R, P;—1), sent(R, P;)] | i > 0}U
{[sent(R, P;_1), sent(R, P;), sent(R, Pit1)] | i > 0}

[] represents S’s initial state in the protocol. In any state,
we assume that S has all the information he needs to prepare
a packet, i.e. he has a complete set of messages Ms C M.
Further, we assume that Mg constitutes S’s initial database
that remains accessible to him throughout the run. For con-
venience we do not add this explicitly to the local states.
The local state [recv(ngr)] represents the message from R to
establish communication, whereas [sent(R, Py)] represents
the state in which S has just sent Py to R. [sent(R, Pi—1),
sent(R, P;)] and [sent(R, Pi—1), sent(R, P;), sent(R, Piy1)]
represent states, in which S has sent packets Pj, where
71<t+1andi>0.

We take the following set of local states for the receiver R:

Lr = {[], [sent(S,nr)], [stop], [recv(Po)]}U
{[recv(Po), recv(P2)]}U {[recv(P;), recv(Piy1)] | i > 0}U
{[recv(P;—1),recv(P;), recv(Piy1)] | i > 0}U
{[recv(P;—1),recv(P;),reco(Pit2)] | i > 0}U
{[recv(P;),recv(Piy1),recv(Pi o)) | i > 0}U
{[recv(Py), recv(P1)]} U {[recv(Po),recv(Py), recv(Py)]}
U{[recv(Py), recv(P}), recv(P)]}

[] represents R’s initial state in the protocol, in which R
has his set of nonces only. [sent(S,nr)] represents the local
state in which R has just sent the nonce nr to S, and he
is waiting for packets. [stop] represents the local state, in
which R has just stopped collecting packets. The local states
[recv(Po)], [recv(Po),recv(P2)], [recv(P;), recv(Pit1)] for
i >0, [recv(Pi—1),recv(P;), recv(Pit2)] and [recv(Pi—1),
recv(P;), recv(P;y1)] for ¢ > 0 represent the packets R has
received from S, whereas [recv(Py), recv(Py)], [recv(Po),
recv(Pl), recv(P3)], [recv(Py), recv(Py), recv(P.)], and
[recv(P;), recv(Pit1), recv(Piy4)] for i > 0 represent the
faked packets R has received. Specifically, these states rep-
resent situations in which I has produced a new packet, say
P/, and has sent it to R instead of forwarding the intercepted
packet P;.

It remains to model the intruder’s set of local states. For
I we take the following set:

Ly = {[], [recv(nr)], [recv(Po)]}U

{[recv(P;),recv(Piy1)] | ¢ > 0}U
{[recv(P;—1),recv(P;),reco(Pit1)] | i > 0}U



{[recv(Py), recv(Pr), send(R, P1)]}J
{[recv(Po),recv(Py), send(R, P[), recv(P2)]}U
{[recv(Py), recv(Pr), send(R, P1), recv(P), send(R, P3)]}U
{[recv(Pi—1), recv(P;), recv(Piy1), send(R, P/ 1)] | ¢ > 0}

[-] represents I's initial state in the protocol. In any state,
we assume that I has all the information needed to prepare
well-formed packets, with M1 C M such that M1 N Mg =
(). Further, we assume that Mi can grow during the run.
[recv(nr)] represents I's state following the interception of
R’s initial message to S. [recv(Py)], [recv(F;), recv(Pit1)]
and [recv(Pi—1),recv(P;), recv(P;+1)] represent the pack-
ets intercepted by I sent by S to R. [recv(F),recv(P1),
send(R, P))], [recv(Py), recv(P1), send(R, Pi), recv(Ps)],
[recv(Po), recv(Pr), send(R, P{), recv(P), send(R, Py)], and
[recv(Pi—1), recv(P;), recv(Piy1), send(R, P/y,)] for ¢« > 0,
represent the packets intercepted by I sent by S to R and
their faked versions.

Given the sets of local states for the TESLA agents, i.e.
the sets Ls, Lr and Li, the following sets of actions are
available to the agents:

o Acts = {sendP; | i > 0} U {acceptP; | i > 0} U {A},
o Actr = {\, nonce, stop} U {acceptP; | i > 0},
o Actt = {A} U{dropP; | i > 0} U {fakeP; | i > 0} U
{acceptP; | i > 0},
where X stands for no action.
The protocols executed by agents are defined as follows:
Sender:

o Bs([]) = {A

e Ps([recv(nr)]) = {sendPo}

e Ps([sent(R, Po)]) = {sendP:}

e Ps([sent(R, Pi—1),sent(R, P;)]) = {sendP;11},
e Ps([sent(R, Pi—1),sent(R, P;), sent(R, Piy1)]) =

{accept Pi_1, A}, for i > 0.

Intruder:

e Pi([]) = Pi([recv(nr)]) = {\}

e Pi([recv = {\,dropP1, fakeP:}

e Pi([recv Pl) recv(Piy1)]) = {\, dropPiy2, fakeP;1 2}, for
>0

o Py

(Fo

(

[recv(Pi—1), recv(P;), recv(Piy1)]) = {accept Pi—1, A},

(Po),recv(Pr), send(R, Pl:)]) = {fakeP,},

(Po),recv(Pr), send(R, Pi), reco(P2)]) = {A},

recv(FPo), recv(Pl) send(R, Py ), recv(P2),

send(R, P§)]) = {\}, ,

o Pi([recv(Pi—1),recv(P;),recv(Piy1), send(R, P{11)]) =
{A}, fori >0

Receiver:

e Pr([]) = {nonce}

sent(S,nr)]) =

[ ]

ay
A~~~

3

Q

Q

>4

( Pr([reco(R)]) = {A}
recv(P;),recv(Piy1)]) = {\}, for i >0
recv(Pi—1),recv(P;),recv(Pit1)]) = {a

e 0o 0
T

cceptP;}, for

stop},
stop}, fori >0

= {s
=

)
Pr([recv(Py), recv(Ps )’)
recv(Pi— 1)7recv(Pz)7recv(Pl )])
recv(FPo), recv(Pl)]) ={\},
recv(Po), recv(Pl) recv(Py)]) = {stop},
recv(Po), recv(Py), recv(Pg)]) = {stop},
Pr([recv(Pi-1), recv(Pi)yrecv(PiH)]) = {stop}, fori >0
The evolution of the system during the execution of TESLA
is defined by means of an evolution function ¢ : (Ls X Lr X
Li) x Act — obsxLrxLt where Act is a subset of Acts X
Actr x Actr. More precisely, let us assume that the system
starts from the initial state ([-],[-],[-]), and let rv denote
the even recv, and st the even sent. Then, the evolution

function for TESLA is defined as follows:

(
(
(
PRE stop]) =
(
(
(

Ll

3.a t([st(R, Pg),st R, P1),s

[
4.a t([st(R, Po), st R P1

Intruder forwards all packets

3 iEE JUET}LR[;) (A(Snoncej A) = (grv(na)} %t(svnﬁ)]v[rv(nl}‘)]);

rv(nR D), (sendPo, A\, A

. t:((i e Pof [rv(go% 33 B (sendPl,)\ A)

sl i GO,
(sendP2, A\, N)) = ([st(R, Po), st R P1) st(R Pg)]

rvP ro(Pr), rv(P: rvP rv(Py), rv( P

. (SR B ) s[t(( 13 Yl EaBs, )
Ervt((lfg) I;“U(Pz() RTUISPQ})}) ((aPcceptP(()ﬁ acceptZl)7 acce%u}t)Po] =

6. té([st(l’{,lg{) st(R, 2,; 3{ [m&;) m(zzg 11g 212))
(sendPs3, A\, N)) = ([st(R, P1), st(R, Pz) st(R P3 15
rv(Py), rv(Pa), ro(P: rvP U rv(P;

7 R R R R s[t<( 13 e, 353) o(Py)],
[rv(P1), rv(Pz) ro(P3)]), (acceptPl,accepth,acceptPl)) =
([st(R, P2), st(R, Ps)], [rv(P2), ro(P3)], [rv(Pe), rv(Ps)]]);

3
4.

o (SR, o), stR, Pag)], [ro(Po), ro(Pas),
[rv(Prn), rv(Pp+1)]), (sendPpy2, A\, X)) =
([stI(DR , Pr), st(l; Pn+(1])3 st(l;t PnIng)}, [}v;v(an),rv(OPn+1),
rv( P (% nyT’U n rU(Fn , for n > 0;
ot % ﬁi })’n 7 Pn‘f’l)j»;t( ’ nL2%7
[Tv(Pn) ”’(Pn+l) V(Pn2)], [ro(Pn), 70(Pry1), ro(Pat2)]),
(accept Py, accept Pp41,dropPr)) = ([st(R, Pn+1), st(R, Ppt2)],
[rv(Png1), 7v(Png2)], [rv(Pnt1), rv(Pni2)]), for n > 0;
Intruder blocks packet P;
1 z(([s(tf({RI;P)O)]v([;:(go)] [TU(JIDDO)D[ (?QI;LdPL()\Pd;OPPﬂ) =
st(R, st TV TV TV
tE[st(R7 Ig()) st(R, I%lh [rv(]goh [ro( Ig() 11H3,
(sen}c)ng,)\ ;\))) = ([sigR Po)Pst(R , Pr), st(R Py)],
3.t [?E)(t(i)l) ;’zg szt)JR[rvP(l)ogt(ﬁ( Plg N[)rv(};] ), rv(P2)],
[7;1()1(11’0; Tv(tlzﬁ 71“31)(1’2[) t) A[Stleg A) Ig[St(R(;;O))])
PO 917- 00 X 3y A W A it o
”’(Pz)D (A, StOZh )) ([St(R Po) st(R, P1), st(R, P2)],
[StOpL [T’U(Po),TU(Pl), T,U(PQ)D;
Intruder blocks packet P,, n > 1
1. t(([st(R, Pn—2), st(R, Pn—1)], [rv(Pn—2),rv(Pn—-1)],
[rv(Pn—2), rv(Pn ), (sendPn,)\ dropPy)) =
([st(R Pn—2),st(R, Ph—1) st(R P,
o (SﬁnR’z%n an &’ ¥7L(17L’ 2 , 'V f’rl’ 1)7TU(Pn)})
[Tv(Pn 2), 70 (Prn-1)]; [T’U(Pn 2) T’U(Pn 1), rv(Pn)]),
(acc}e)ptn 2, A, }z)cceptn 2)) = ([st(R gn 1), st(R, Ppn)],
B e A,
[rv(Pn-1), rv(Pn)}) (sendPn+1,)\ )\)) = ([st(R, Pp—1),
St(l}D Pr), St(RPPnH)L [T;(Pn—zgsm(Pn.—l),
P TG N S Ay L TN
rv(Pn 1), rv(Pn+1)] [rv(Pn—1),rv(Pn), rv(Pn+1)])
(A, stop, )\)])D: ([st(R}DPn,l),;t(R, Pp),st(R, Ppt1)
stop|, |rv(Pn—1),7v(FPn), 7v(Pn
5. HISHR! B ) R B R D st
[rv(Pr—1),m7v(Pn), rv(Pnt1)]), (A, stop, A)) =
([st(R, Pr—1), st(R, Ppn), st(R, Pn+1)], [stop],
[ro(Pn—1), rv(Pn), 7v(Png1)]);
Intruder fakes packet P;
1. ¢(([st(R, Po)], [rv(Po)], [rv(Po)]), (sendPi, A, fakePy)) =
(R Fo) R o)L (o), P,
TV ro(Py

2.

?|7

{R, P))) ,
2.a t([st(R, Po), st(R Pl)} ][7“1)(P()),7“1)(P1)]7 [rv(Po), rv(Pr),

st(R, Py)]), (sendP2, X, fakePs)) = ([st(R, Po),
ft(&l)ﬁ) %R lzz(g [TPv(Po 71”;)( t(?;{)(gz)]

T 1) SDZf [rv(Po) ,2rv(P1) rv(Py)],
[rv(Py), rv(Pr), st(R P/ ) rv(Pz) st(R, P})]), (A, stop, \)) =
([st(R, Po), st(R, P1), s (R P»)], [stop],

rv(Pp), rv(Pl ), st(R, P ) ngf sst((f; P
[rv(Po), rv(Pl) st(R P ) rv(Pz) st(R, P3))),

(A, stop, \)) = (Ist(R. Py, s (R Pr), st(R, P2,
[stop], [rv(Po), rv(Pr), st(R, P[),rv(P2), st(R, P])]);



2.b t([st(R, Po), st(R, P1)], [rv(Po), rv(P])],

[rv(Po), rv(P1), st(R, P{)]), (sendPa2, A, X)) =
([st(R, Po), st(R, P1), st(R, Pg)} [rv(Po), rv(Py),
ro(P)], [rv(Po), rv(P1), st(R, P)), rv(P2)]);

3.b t([st(R, Po), st(R, Pr), st(R, Po)], [rv(Po), ro(P)),
st(R, Pl’),rv(Pz)},[rv(Po) rv(Pl) ro(P2)]), (A, stop, \))
= ([st(R, Po), st(R, P1), st(R, P2)], [stop],

[rv(Po), rv(P1), st(R, Py), ro(Py f});

4.b t([st(R, Po), st(R P1) st(R Py)], [stop], [rv(Po), rv(Pr),
st(R, P]),rv(P2)]), (A, stop, X)) = ([st(R, Py), st(R, P1),
st(R, Pg)}, [stop], [rv(Po), rv(Pr), st(R, P{),rv(P2)]);

Intruder fakes packet P,, n > 1
1. t(([st(R, Pn—2), st(R, Pn—1)], [rv(Pn—2), 70(Pn-1)],
[rv(Pp—2),rv(Pn—1)]), (sendPp, A, fakePy)) =
([st(R, Pp—2), st(R, Pn_1), st(R, Py)], [rv(Pn—2),
rviPnfl),rv(P s [rv(Pn—2), TU(Pnflﬁ ,ru(Pp)]);
2. t(([st(R, Pp—2) st(R Ph_1),st(R, Py)], [rv(Pn—2),

r(Pr—1),rv(P.)], [rv(Pn—2),7v(Pn-1),mv(Pn)]),

(A, stop, \)) = ([st(R, Pn—2), st(R, Pr—_1), st(R, Ppn)],

[Stopg, [ro(Pn—2), rv(Pn—1),7 E )]s
3. t([st(R, Ph—2), st(R, Pp— 1),st R, Pn)} [stop],

[rv(Pp—2), rv(Pn—1),7v(Pn)]), (A, stop, X)) =

([St(Rv P”L*Z)v St(Rv Pn71)7 St(Rv P"l)]v [Stop}v

[rv(Pn—2), 70(Pn—1),7v(Pn)]);

The above evolution function determines not only the set
of reachable global states S C Lg x Lr X L1, but also gives
the transition relation T'; namely, for all the s, s’ € S,
(s,s") € T iff there exists act € Act such that t(s,act) = s'.

We have now defined states, actions, protocols, and tran-
sitions for the model M for TESLA. To conclude, we define
a valuation function V : S — 27" and the awareness func-
tions Ax : Lx — 2W7(TPL) for X € {S,R,I}. We first
introduce the following set PV of propositional variables,
which we find useful in analysis of the TESLA scenario:

PV = {hasr(m), sents(m), receivedr (m),
droppedi(m), fakedi(m) | m € Ms U Mz}

We define V : § — 27V by assuming that:

e for i > 0, hasr(t:) € V(s) if there exist packets P;_1, P;
and P;;+1 such that f(kz) C P, ti CPF, ki C Py,
recv(Pi—1) € Ir(s), recv(P;) € lr(s) and recv(Pit1) €
Ir(s),

e sentg(m) € V(s) if there exists packet P; such that m C P;
and sent(R, P;) € Is(s), for any m € Ms,

o receivedr(m) € V(s) if recv(m) € Ir(s), for any m €
Ms U Mj,

o droppedi(m) € V(s) if recv(m) ¢ Ir(s) and recv(m) €
li(s), for any m € Ms,

o fakedi(m) € V(s) if there exist packets P; such that m C
P; and send(R, Pj) € l1(s), for any m € Ms U M.

For X € {S,I}, we take the following awareness function
Ax : Lx — 2QWF(TDL). A (1) =0, for any [ € Lx. In turn,
R’s awareness function Ar : Lr — oWF(TDL) ig defined as
follows. For any | € Lr, a € Ar(l) if one of the following
holds:

o a = receivedr(m) and recv(m) € l and m € MsU M,

e a = fakedi(m) and | = [stop] and m € Ms U Mj,

e o = droppedi(m) and | = [stop] and m € Ms,

e o = hasr(m) and (recv(m) € [ or Im’ such that m C
m’ and recv(m’) € 1) and m € Ms U M.

We have now completed defining the model M for TESLA.

Note that when we put a bound on the number of packets
to be sent, M becomes finite.

Given the model M as defined above, we proceed to the
semantical analysis of the TESLA protocol. First, we would
like to establish whether or not TESLA satisfies the desired

security property: “the receiver does not accept as authentic
any message unless it was actually sent by the sender”. It
can be expressed by the following TDL formula: for any
1> 0,

hasr(ti) = (sents(Pi—1) A sents(P;) A sents(Piy1)) (1)
It is easy (albeit tedious) to check manually that formula 1
is valid in M.

As one can notice, formula 1 is a pure propositional for-
mula, so in order to verify the TESLA security property
there is no need to use strong formalisms like epistemic or
temporal logics. Indeed, this property can be checked via
process algebras [5] or via Lynch-Vaandrager automata [3].
However, unlike the process algebras and Lynch-Vaandrager
automata, the TDL language together with its semantic
model is a powerful formalism that allows us to model and
verify other properties of TESLA. In particular, using the
model M and TDL we can show that TESLA satisfies a
much stronger property: “the receiver does not accept as
authentic any message unless he knows that it was actually
sent by the sender”. Indeed it can be checked that, for any
1> 0,

M =  hasr(t;) = Kr(sents(Pi—1)A )
sents(P;) A sents(Pit1))

Note that our model M of TESLA does not fulfil the con-
trappositive of the above, i.e. the following holds:

MW Kr(sents(Pi—1) A sents(P;)A 3)
sents(Piy1)) = hasr(t:)

The above seems reasonable, and it does not violate the
security property given the presence of the intruder.

Further, we can check that TESLA actually meets the
following property: “it is always the case that the receiver
does not accept as authentic any message unless he knows
that it was actually sent by the sender”.

M ': AD(hasR(ti) = ICR(sents(Pifl)/\ (4)
sents(P;) A sents(Pit1)))

The principals know about the presence of the intruder,
so, the following should holds: for some ¢ > 0:

M = KsE(sents(P;) A —receivedr (F;)) (5)

Indeed, a manual checking of M that we have done con-
firmed the above observation.

Also, by analysing TESLA one can expect that the proto-
col should fulfil the following property: if a packet is faked,
then the receiver should discover this. It expresses the fact
that the receiver is able to check the source of messages.
This can be formalised as follows:

M = fakedi(P;) = Dr(fakedi(P;)) (6)

Again, a manual checking of M confirmed the above.
Investigating the TESLA model M, we could observe that
if the receiver obtains some packets P;_1, P;, and P;;+1 with
a message t; C P;, and he does not accept t; as authentic,
then he knows that at least one of the packets was not sent
by the intended sender. Moreover, if a packet was indeed
faked, the receiver is able to deduce this fact. So, property 7
should hold, and a manual check of M that we have done



confirmed this. For any ¢ > 0,

M = (receivedr(Pi—1) A receivedr(P;) A
receivedr (Pi+1) A—hasr(t:)) = (ICR(ﬁsents(Pifl)\/ -
—sents(P,) V —sents(Piy1)) A (Dr(faker(Piy)) v (7)
Dr(faker(P,)) V Da(faker(Pis1))))

Messages are sent to the receiver according to the sched-
ule. This schedule is known to the intruder as well. So,
when the intruder tries to fake the current transmission, he
has to follow the sending schedule, otherwise, the receiver
will stop the reception immediately. This means that the
intruder has to send a packet at each interval, which was
agreed by the sender and the receiver at the beginning of
the transmission under consideration. This observation can
be formalised as follows. For any ¢ > 0,

M = AO(droppedi(P;) = Dr(droppedi(F;)) (8)
It can be checked that property 8 also holds.

6. CONCLUSION

In the paper we have proposed a new security-specialised
logic TDL defined on a computationally-grounded seman-
tics, and with a sound and complete axiomatisation. TDL
employs different concepts of knowledge (based on the no-
tion of awareness), as well as time in order to represent the
knowledge of principals that operate in an environment that
is under control of an intruder. Further, we have applied
the logic to reason about TESLA, which we have formalised
in the interpreted system framework. A temporal epistemic
analysis has allowed us not only to reconfirm the TESLA au-
thentication property but also to check more sophisticated
specifications.

Obviously we do not suggest one should check security
protocols manually as done here. Work is in progress to
extend a BDD-based model checker [17] to encode the epis-
temic notions described here. Since the semantics of TDL
is defined on interpreted systems we are hopeful that the
exercise conduced here manually can be automated. Since
TDL has a computationally-grounded semantics, a model
checking technique for it can be defined, which is the scope
of a further investigation.
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